PEMBROKESHIRE COUNTY COUNCIL | CYNGOR SIR PENFRO
PEMBROKESHIRE SEARCH WAND RISK ASSESSMENT - DRAFT
Pembrokeshire schools and education settings
Important status: This draft is adapted for Pembrokeshire schools and education settings. It draws on the control measures described in Pembrokeshire’s Weapons in Schools and Education Settings guidance and should be read alongside Pembrokeshire County Council safeguarding, health and safety, behaviour, critical incident and weapons-related procedures. It must be reviewed and approved by Pembrokeshire County Council's competent Health & Safety adviser before formal adoption.
	School / setting
	Pembrokeshire school / education setting: ______________________________
	Assessment ref.
	

	Activity
	Use of handheld search wand where there are clear and established suspicions of a weapon
	Location(s)
	Pembrokeshire County Council / setting premises

	Assessor
	
	Date
	

	Approved by
	
	Review date
	


1. Scope and prerequisites
This assessment covers staff use of a handheld metal-detection search wand when there are clear and established suspicions that a young person may have a weapon. It does not replace the need for a dynamic risk assessment at the time of the incident.
Two members of staff should be present; the purpose of the search should be explained; the search should be conducted discreetly; staff should have access to the correct equipment, including slash-resistant/protective gloves and the search wand; and the relevant recording requirements should be completed.
If at any point staff, learners or visitors are unsafe or at immediate risk, staff should withdraw where safe to do so and contact emergency services. A wand is an aid only: it detects metal and cannot exclude non-metal improvised weapons such as plastic or glass.
2. Risk rating
Suggested scoring: Likelihood 1 Rare, 2 Unlikely, 3 Possible, 4 Likely, 5 Almost certain. Severity 1 Minor, 2 Moderate, 3 Significant, 4 Major, 5 Catastrophic. Risk score = L x S. Suggested bands: 1-4 Low; 5-9 Moderate; 10-16 High; 17-25 Very High. Replace with your corporate risk matrix if different.
3. Hazard assessment and controls
	Hazard / foreseeable event
	Who may be harmed
	Initial risk
L x S = R
	Required controls
	Residual risk
L x S = R
	Further action / owner

	Escalation, aggression or assault during approach/search
	Searching staff; second staff member; learner; bystanders
	4 x 4 = 16 High
	Only designated/briefed staff conduct the search. Complete a dynamic assessment before and throughout. Use a calm, trauma-informed approach and explain what will happen. Use a discreet location with a safe exit route. Keep two staff present. Maintain safe positioning, remain off-centre and outside an immediate striking arc where practicable. Do not continue if behaviour escalates or staff cannot safely manage the situation. Follow emergency/lockdown arrangements and call 999 where there is immediate danger.
	2 x 4 = 8 Moderate
	Setting to identify trained/designated staff and local escalation arrangements.

	Weapon is present and accessed, produced or used
	All persons in vicinity
	4 x 5 = 20 Very High
	Do not place staff at avoidable risk. Prioritise distance, containment/evacuation and emergency response. Do not attempt a wand search where the circumstances indicate imminent threat or a weapon is being actively used. Contact 999 immediately where there is immediate risk. Follow the setting critical incident/lockdown plan.
	1 x 5 = 5 Moderate
	Ensure emergency plan cross-ref and staff briefing.

	Cut/puncture injury while searching belongings or handling an item
	Staff; learner
	3 x 4 = 12 High
	Use wand scanning to minimise physical contact. Avoid blind hand-searching where a sharp item may be present. Make appropriate protective/slash-resistant gloves available. If a weapon is located, follow the setting procedure for safe isolation, handling/storage and police involvement.
	1 x 4 = 4 Low
	Confirm approved PPE and safe-storage arrangements.

	False reassurance / wand fails to detect a weapon
	Staff; learner; others
	3 x 5 = 15 High
	Treat the wand as one part of the response, not proof that no weapon is present. Check function before use. Follow the systematic search technique in local guidance. Remember non-metal items, including plastic/glass improvised weapons, may not be detected. If reasonable suspicion remains after a negative scan, maintain safeguarding controls and seek appropriate police/safeguarding advice.
	2 x 5 = 10 High
	H&S/DSL to determine acceptable residual risk and escalation route.

	Unexpected alarm caused by ordinary metal items
	Learner; staff
	4 x 2 = 8 Moderate
	Explain that the wand may react to ordinary metal. Ask the learner to identify/remove permitted items where appropriate and rescan. Do not assume an alarm indicates a weapon. Maintain respectful, non-accusatory communication.
	2 x 2 = 4 Low
	Include in staff briefing/search script.

	Loss of dignity, distress, trauma response or perceived discriminatory treatment
	Learner; staff
	3 x 4 = 12 High
	Search only on lawful/authorised grounds and in line with the setting policy. Explain reason and process in accessible language. Conduct discreetly, with two staff present. Consider age, ALN, communication needs, disability, trauma history, cultural/religious factors and other vulnerabilities. Make reasonable adjustments and use a trauma-informed approach. Record rationale and outcome.
	2 x 3 = 6 Moderate
	DSL to ensure safeguarding/equality considerations are embedded in procedure.

	Medical device, implant or assistive equipment affected or causes alarm
	Learner; staff
	2 x 3 = 6 Moderate
	Before scanning, ask sensitively whether there is a relevant medical device/assistive equipment or another reason the learner may need an adjustment. Follow manufacturer instructions for the specific wand and seek competent advice where electromagnetic compatibility is uncertain. Do not improvise around medical devices.
	1 x 3 = 3 Low
	H&S to check chosen wand instructions and record any restrictions.

	Electrical/battery defect, damaged wand or malfunction
	Staff; learner
	2 x 3 = 6 Moderate
	Purchase suitable equipment from a reputable supplier. Keep manufacturer instructions. Visually inspect and function-test before use. Remove damaged/faulty equipment from service. Store securely and replace/charge batteries in accordance with instructions.
	1 x 3 = 3 Low
	Nominate person for equipment checks and replacement batteries.

	Inappropriate access to or misuse of wand
	Learners; staff; visitors
	2 x 3 = 6 Moderate
	Store wand securely when not in use. Restrict use to authorised staff. Do not use for routine, indiscriminate or playful scanning. Record searches in accordance with local policy.
	1 x 2 = 2 Low
	Headteacher to identify authorised staff/storage location.

	Staff stress or psychological impact after weapons incident
	Staff
	3 x 3 = 9 Moderate
	Manager to check staff welfare after incidents. Offer debrief and access to occupational health/employee support arrangements. Ensure incident reporting and review identify learning without blame.
	2 x 2 = 4 Low
	Manager / H&S to review after each significant incident.

	Insufficient competence or inconsistent search practice
	Staff; learner
	3 x 4 = 12 High
	Staff must be briefed/trained in Pembrokeshire searching/weapons guidance, operation of the specific wand, communication, safe positioning, dynamic risk assessment, safeguarding, recording and emergency escalation. Do not rely on this risk assessment as a substitute for training.
	1 x 4 = 4 Low
	Maintain staff briefing/training record and periodic refresher.


4. Pre-use dynamic checklist
☐ Reasonable grounds / clear and established suspicion recorded or understood.
☐ Immediate threat considered. If unsafe or an immediate risk exists, emergency response takes priority over searching.
☐ Headteacher/senior member of staff informed in accordance with local procedure.
☐ Two suitable staff members available and roles agreed.
☐ Private/discreet location selected with safe access/exit and unnecessary bystanders excluded.
☐ Wand visually checked, switched on and function-tested; batteries adequate.
☐ Protective equipment available where required.
☐ Learner vulnerability, ALN, disability, communication, trauma and medical/assistive equipment considerations checked and reasonable adjustments planned.
☐ Purpose and method explained to the learner using calm, consistent language.
☐ Staff know when to stop, withdraw and escalate to Police/999.
5. Post-search actions
☐ Inform parents/carers in line with local guidance and safeguarding considerations.
☐ Complete the setting’s recording documentation and safeguarding/incident record.
☐ Where a weapon is found, follow Police notification, safe-storage/handling and Incident Review Meeting arrangements in the Pembrokeshire weapons/searching protocol.
☐ Where nothing is found but reasonable suspicion or safeguarding concern remains, seek appropriate safeguarding/police advice rather than treating a negative wand scan as conclusive.
☐ Support learner and staff wellbeing; review whether a safety plan or further multi-agency intervention is required.
☐ Review this assessment after an incident, near miss, equipment change, guidance change, or at the stated review date.
6. Local approval
	Assessor signature
	
	Date
	

	Headteacher / manager
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	H&S competent person
	
	Date
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